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FB : Someone tried to log into ORDER 03159318 sbos e
your account, user ID: e
-#424030122 Spam e seall gernld A ﬁ'\ e

10 NN D, DO el -

FB 24 5o mew
B 1o me rj'l '«_‘I Q Dhsplay images

Daar Sir [ Madam

Good Morning!
(i) Whyis this message in spam?
A p a ka h p e r n a h aalito.site veere Kindly refer to attachment for our PO,
a5 5p st Please send us the Proforma invaice as soon as
—_— possible as we will proceed with the payment within
Report not spam thase 2 days.
e To view attached file password = 12345

mengalami?

254089641 Iha
Facebook
Thank wou very msch.
Regards,
Seoil.
Dear jansonhendryli ,
A user just logged into your Facebook account 2540E0641.Iha
from a new device iPhone 11 Pro. We are sending
wou this amaill to verfy it's really you. E o
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"Whatever can go wrong, will go wrong”

—Murphy's Law
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Berikan watermark pada foto KTP

DIl FILE KTP

sINAU

Sumber: KOMPASTV (https://www.youtube.com/watch?v=A_RMZH_UVss)
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Berikan watermark pada foto KTP ‘a F.E*l

K AN N

Bisa menggunakan aplikasi di smartphone

CARA MEMBUAT WATERMARK
Watermark Photo:
Add Cnp:-.rﬁght -
e o
4.7 4+ [ (2]
WATERMARK WATERI
YOUR PHOTO YOUR VI ) Buka aplikas| untuk mengedit fote

) Tambahkan teks yang berisi keterangan scan
ﬂ ATUr ukuran dan posisi teks agar menutupi infarmasi penting

) Turunkan opacity atau transparansi teks agar informasi dan
watermark-nya sama-sama masih bisa terbaca

‘\. .
| -
# —

| KOMUNIKAS] DAN INFORMATIKA
PUBLIK INDONESIA .

-
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Sumber: Kemenkominfo
https://www.instagram.com/p/CT4j1Smh41J/




Hati-hati saat memberikan permission pada apps di smartphone
Pastikan permission yang diminta sesuai dengan fungsi aplikasi.

Permission yang perlu diperhatikan:

» Camera
BT Dwdb & Owdb = Dwdb E Dwdl
» Contacts . .
& Emanch pek ﬂ & Appinfa ® B i & Appinfa & & i 4+  App perrissions & & i
» Location i -> _— -> -’
) w (] 0
> MICFOphOﬂe - . @ Comscis
Ph a Mo & intermst = Maps
> n i ' Filid i iroinci
> SMS @ l:mtll!ﬂdtw-tﬂ § O Ttelakii FOacd 4500 -
® Badigition Cornmclieily Sivviis ¥ e
» Storage @ ‘oironesan ' B P
o Po— FE P‘!-'rrlﬂ-HElﬂ'F
3 4 a Ackobes P & Sign (3] Carara
Ll Siorage & cacha
Ot i P
G oo Arcessidy Sute
— Mbitsle cata & WiFi
@ ¥ o Wt N ! o Rt pofreissions if ang sl ™
Ardrded ¥ il
e Slarage a ’ bl m“”
@ Ao Sysiem WebVrs o
L L] | | L | - | | L L] || L L] | |
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Aplikasi GetContact

Cek nomor telepon yang menghubungi kita

Alternatif lain:
» TrueCaller

Friday, 12 March
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Cek kebocoran data

https://haveibeenpwned.com

Data 15 Juta Pengguna Diduga Bocor, Tokopedia Sebut Ada

Upaya Pencurian

BAGIKAN ﬂ D @. O =]

TECH « LINKEDIN

Massive data leak exposes 700 million LinkedIn users’
information

S CERE MOy

0O O o Pl L

“yee Vi | e Perspat Cracl § vour erad haa been oo @ B CLE SR

--have i been pwned?

Chinchl i your amial o phoms 15 in 6 dats brsech

jansonhendrydi@gmail.com

Oh no — pwmed!

Frarpd i 77 data breacies and fund T pasies {Eubetribe 1 searh saeatve Braacted)

Mt casryy * P mssrarerd e

@ 3 Steps to better security

.. s E -

Hup 1 Pesiect prersall uidg Wip 2 Ersible 1 fackyd authanioatios e 1 Subsciribe o Aobifcalons e
1P b (a-etile @~ biren | e e Ol i P afy ol braachad. Thiss il
W e o b il 1P ipieiome'e] i P Pl e [uinidmnl

10 B # Donabe

Braachas you ware paned in
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Password yang kuat

> Minimum 8 karakter

> Campuran dari huruf kecil, huruf besar, dan simbol

> Hindari kata yang ada di kamus dan informasi pribadi
Jangan ditulis di atas kertas

v

Fusswnrd Sh'engih Churi SANDSTORM"

This s bosed on the e brute forcing (bofnal) power in 2009

et 0.20 milliseconds

PO el

':'“'E'_r"‘"_ﬂ'df‘.'_‘. ; 13 hours

SO S COimmon aarword

1wl P

) ettt 48 thousand years Risky

ITIEIunSﬂmaﬂmesJ e,
Longer po AdfH rism s 13 trillion years Good
N i PeCaSl CFOantC i

Emuangalnngpusswnrdfodur 913 trillion years

imuSingal cmg pu.;.$wnrd+ndn'.r
Ever Longier possword w 2 octillion years
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Password Manager

» 1Password

» LastPass u —
L] == ¥ m-0
> NordPass -
» Dashlane Orsamb o et o
= Crtver's Licene
r Db s Laconss gELaEe
¥ 1:—|I|'|'III.I':£.-.|J“:. JERRs
¥ o Al Walich
. e Srved Form Dats
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Aktifkan two-factor authentication (2FA
— o _> — o _>u.m o

4 Sottings 4 Security £ Twao-Factor Authentication

Q Searct Login Security
Two-Factar Authertication |s On

+8  Follow and Invite Friends {f Password

) Maotifications ) Login Activity

How You Get Login Codes

Whatsapp

Authentication App (Recommended)

@ Account Data and History
@ Help d]] Access Data Text Message
Archive @ About i Download Data

Additional Mathods
Ch Apps and Websites . ! LS I

i} Your Activity FACERDOK aisBae
Accounts Center Q) Clear Search Histary Account Recovery
&5 ORCode
Trusted Devices 5
Saved
W Logins

= Close Friends Al Account

@ COWVID-19 Information Center Log Ot

A Q B 6 @ a aQa B ©® @
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Phising
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Cara menghindari phishing scams

» Jangan sembarangan login
» Jangan sembarangan klik link atau buka file yang diberikan orang

» Jangan mengakses data sensitif melalui wifi atau komputer publik
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Cara menghindari phishing scams

» Jangan sembarangan login

» Fake website (cek alamat website tersebut)

-] Security Account 5|.,gn |n

WO JOCOUNT NS Daen REDOMEd by O AD0U 0o J0USE, This 15 3 vislamon of
cur agiesment and may redsdt in your scccrank Dmabied. Erample -

T} Lising & False kdenbly in 3 Faceboos account i
) VA i Sl (PLgh | -
T Lining obrdin philod &R Dholon of Sl whei i At

Pl Ty ool il BECOGTL I (e (TR B ol SCodil D ity el 00 i K
St e CONSRORT I ety il

L} renum

=% £l iAo FTaf murialski

ﬂ Farssweord
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Cukup berbahaya karena
mencoba menyamar sebagai

Tidak dianggap spam oleh

email yang legitimate

Nama pengirim aneh

FB : Someone tried to log into
your account, user ID: e
-#424030122 spsm

Tidak terenkripsi

/

Dianggap spam oleh Gmail

» Jangan sembarangan
klik link atau buka file

yang diberikan orang

FB Z§ Sep
i

(i) Why is this message in spam?

g Trom akemakmailio, site were

pam in the past

Report not spam

Facebook

Dear jansonhendryli ,
A usear just logged inta your Facebook account

from a new device iPhone 11 Pro. We are sending
you this email to verify it's really you.

ORDER 03159318 wbox

Gmail

Q Display iImages
Daar Sir [ Madam
Good hMonnang!

Kindly refer to attachment for our PO

Please send us the Proforma Invaice as soo0n as
possible as we will proceed with the payment within
thaga 2 days.

T view attached file password = 12345

254080641 Iha

Thank o vary msch.

Regards,
Seolt.

254058647 1ha

—

Tidak dikirim langsung
ke email saya (pakai bcc)

> Jenis file tidak dikenal
> Umumnya: PDF, Doc, Docx

Gunakan common sense

Tidak merasa request PO dari LN
Aneh jika PO memiliki password
Tidak kenal dengan scott gerald
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Jangan mengakses data sensitif melalui wifi atau komputer publik

v

Jangan mengakses data sensitif, misalnya internet banking, email pribadi, dll

v

Lebih baik menggunakan paket data/personal hotspot
Gunakan VPN

v

v

Nyalakan 2FA
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